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Scholar Articles and patents - 2003 include citations : [~j Create email ah 

Method and apparatus for rem otely booting a client computer from a networ k by emulatin g rerr 
boot chips 

D Sposato ■■ US Patent 6,463,530, 2002 - Google Patents 

... a boot code loader from a nonvolatile, read/write memory, such as a diskette or hard disk. The 
boot code loader executes to load a control program from the diskette, and the control ... The set 
of programs and/or device drivers communicate with a network server to retrieve a boot ... 

Cited by 31 - Related articles - All 2 verbena 

Generic remote boot for networked workstations by creating local bootable code image 

.. le DISK 10 6 DISK "RVER 18 J REESTABLISH NETWORK j ENVIRONMENT FIG. If B 

DISK ,10 16 DISK Page 4. ... 1 9, 1 995 Sheet 6 of 22 Floppy Remote (Generic) Boot « A ~~\ Read 
CONFIGDAToff thediskette and find out the MAC driver name from the CONFIG.DAT. ... 

CReo' by 117- Related aRcies - An 4 versions 

Booting a computer system from a network 

S atent 6.3 1 7,826, 2001 - Google Patents 
... The bootstrap 17 in turn is programmed to download a boot image 18 from the server via the 
network 20. ... The client may alternatively include a floppy disk drive (not shown) and the boot image 
18 could be transferred onto the floppy disk avoiding the necessity for a RAM ... 
Cited by bb - Rented articles - Ail 2 versions 



Method and apparatus for controlling network and workstation access prior to workstation bo©' 

PR! Chang - UP Patent 5R44R5G 199b - Google Patents 

... If not, it could remove the virus SMA via a customer application programming interface and restore 
the boot ... in this memory is the address of the network driver program on the workstation disk drive 
or ... It is needed in a typical DOS system since the boot PROM can only provide 8K ... 



Remote bootstrapping a node over communication link by initially requesting remote storage ac 
program which emulates local disk to load other programs 

S Pate 

... ASSERTION i MODIFICATION OF MEMORY SIZE COPY MINIMUM-BOOT INTO HIGH 122 

MEMORY i CHAIN MINIMUM BOOT CONTROL 124 ... cessible to the network. ... of The operating 

system is generally too large and com- requesting a file on a specified disk on a ... 

CGso' by 68 - Related articles - An 4 versions 



Xen and the art of virtuaiization 

P Barham. S Rragovio K eraser, R Hand. - Proceedings of the 2003 - poRal.acm.org 

... but still in progress; it can execute a number of user-space applications from a RAM disk, but 

it ... virtual network virtual blockdev virtual x86 CPU virtual phy mem ... due to the presence of legacy 

16-bit emulation code and the need for a somewhat different boot-loading mechanism. ... 
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Method and system for transitioning the network mode of a workstation 

... HIMEM SYS RAM DRIVE S /S IFSHLP SY C NET EXE NET.MSG NETH.MSG SNAPSHOT.EXE 
NDSIHLP.SYS PROTMAN.DOS PROTMAN.EXE NDIS 2 NET CARD DRVR NETSTART.BAT 
SYSTEM.DAT (PARTIAL) SYSTEM.INI NETWORK.INI BOOT DISK MACHINE'S HOME ... 

Cited Dy.l 5 - ReMed articles - Aii.2 .versions 

Apparatus for providin g a sin g le im ag e of an I/O s ubsystem in a g eo g raphically dispersed comr. 
system 

JA Dziadosz, JD Penaranda... ■ US Patent 5 832.222. :9S8 ■ Goctae Paints 
... 1 6 1 2b 24 A NETWORK ADAPTOR SWITCH-OVER SOFTWARE NETWORK DRIVER /±r 22 ... 
SOFTWARE DISTRIBUTED DATA MODEL SOFTWARE PHYSICAL DEVICE DRIVER L« ... 216 
r 11 8 / A DISTRIBUTED DATA DONFIGURATION / A 214 ( BOOT DISK \ SECONDARY BOOT ... 

Cited by 62 - Reisted article* - Ail .2 ..versions 

Method and system for mounting a system partition as a logical drive while an operating systerr 
operational by modifying a partition table 

^ " — , — ^\ . ?-4 517, 1999 - Google Patents 

... US Patent Oct. 26,1999 sheet 7 of 7 5,974,517 I/O MANAGER CACHE MANAGER 700 FILE 
SYSTEM DRIVERS 702 NETWORK DRIVERS 704 DEVICE DRIVERS 706 FIG. 7 ... One 
customization a hardware vendor can provide is a system partition on a boot-up disk drive of ... 



Driver bundle including a compressed, self-extracting, executable driver for the host processoi 
an adapter driver for the proce ssor of a network adapter card 

... In an alternative embodiment, the computer system 102 is a diskless workstation which does 

not include the floppy disk drive 1 08, the hard disk drive 1 1 2, the CD ... Instead, the computer system 

102 includes a network interface card (NIC) 210 (FIG. 2) with a boot ROM 314 (FIG. ... 

N , o\ vBMatedartic v - A ye - s 

Technique for reliable network booting of an operating system to a client computer 

... Based on client O/S resources then available when, during the boot process, the client requests 
a local hard disk access to a particular sector, the procedure will re-direct that request, to the 
network file server, through a network driver kernel in the client O/S rather than through ... 



Disk operating system backup and recovery system 
KMcG V c SPate , 1 995 - Google Patents 

... at least one high capac- ity storage device 16, such as a non-volatile magnetic media hard disk 
drive, which stores files necessary to start (boot) and operate the workstation. These files include 
operating 55 system files 18, system configuration files 20, device driver files 22, and ... 
t c > <3 - Relate * - s ^oo- 

'Autoinstall for NT: Complete NT Installation over the Network 

... We wanted support for multiple network cards on one disk but the original floppy, which was based 
on Windows 95's DOS, didn't have enough space to fit everything we needed. ... First, we switched 
from Windows 95 to an MS-DOS 6.22 boot floppy. It had smaller boot files. ... 

Automatic development of operating system boot image 

WO Crosswy, DL. Barron, DW Abmayr... - a Patent .... 1994 - Google Patents 

... has been generated for certain higher level func- In this manner a configured boot image of ... while 
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the hard disk 40 may be a low to medium performance hard disk provided for ... As yet another 
example, a network interconnection controller (NIC) 58 may be provided in one of the ... 

Citea by 1.1.1. - Related sAoies - All RversRns. 

The FLUX OS .toolkit; ; Reusable components fo 

B Ford, K Van Maren, J Lepreau.. - ... Systems, 1997., The 2002 ■ leeexplO:e. isee.org 
... OS toolkit, writing a "Hello World" OS kernel that boots from standard boot loaders is ... an address 
map manager, a minimal C library, memory allocation debugging, disk partitioning, file ... drivers, 
the NetBSD Fast File System, and the FreeBSD and x-kernel network protocol stacks. ... 

G;ted by 48 - Related articles - Ail 9 versions 

Method for the hot add o f a network adapter on a system including a dynamically loaded adapt 
driver 

\V 0 

... users to replace failed components, upgrade outdated components, and add new functionality, 
such as new network interfaces, disk interface adapters ... 6, 1999 Sheet 14 of 19 INITIALIZATION 
PROCESS OF DEVICE DRIVERS AT BOOT TIME UNDER WINNT -1200 ... 

Cited Dy 102 - Related articles - All 4 versions 

Method and system for the interception and control of the computer boot process 

... The preferred embodiment of the that the next boot process should go through the automation ... 
on the first hard lation 101 populates the automation partition with a com- 45 disk 307 are ... partitions." 
If no mon operating system (such as DOS), local area network "bootable partition ... 



[PDF] Developing CAN based networks on RT- Linux 

P Mendosa ... - IEEE, MX): - polarls dit upm.es 

... This kernel includes the network drivers and Flash disk drivers. ... The Flash device can be configured 
to perform with the RAM disk or with the Flash file system configurations. B. - Loader and 
initialization programs.- Linux provides some tools to boot up the system, one of them is ... 



Network enhanced BIOS enabling remote management of a computer without a f unctionin g 
ope at ig systerr 

lf the ! irgf r pi jram is f perl) loaded it men mi the boot program pa ntrol to it. ... 

5,978,912 3 4 3.1 1 , include the ability to load installable device drivers communicating with a 
computer coupled to a network from disk when the operating system is booted up. ... 

Cited oy 86 - Roieted articles - All 6 versions 



PC Administration Tools: Using Linux to Manage Personal Computers 

oek oce gs SEN IX conieie ; • user;lx.or( 

... Network drivers for several adapter models used on site are compiled into the kernel ... advantage 
of portability between machines, and does not require software to be installed on the client disk. ... 
for a complete system on a single floppy, so the first priority during the boot process is ... 

Method for automatically retrieving and installing device drivers across a network 

HA Fieni=ne lii - US Patent 6,473.654, 2002 •• Gooole Patents 

... INTERFACE 103 COMPUTER SYSTEM 108 OPERATING SYSTEM 109 DEFAULT DRIVER 113 
BOOT CODE 1 1 0 ... apparatus for automatically retrieving and installing software device driv- ers 
across a network. ... in the operating system or is alternatively loaded from a disk that is ... 
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System and method for binding a virtual device driver to a network driver interface 

&:'!■; ;d S Patent 6,1 ',96 \v e P «e is 

... access memory and other, non-volatile, data storage units such as read-only memory or magnetic 
disk media. ... Corporation entitled Microsoft® Developer's Network Library (1996), incorpo- rated 
herein by reference, and in Dhawan, Sanjay, Network- ing Device Drivers, ch. ... 

B u i i d i ng a self-contained auto- configuring Linux syste m on an iso9660 filesystem 

Them t common PCI rds network soun SCSI) ire autc i-t j ted diivets are k j |Q 
and mice, modems, CD-Rom devices, CD-Writers etc. ... 3. Clean up boot disk (only 50 bytes 
or so left), make insmod a builtin function of the initial shell. ... 

Cited by 26 - Related .aiticjes - Ail J 1 46 yeisipna 

Apparatus for automatically retrieving and installing device drivers across a network 

* • '^teni App. 1 0/1 85,51 4, 2002 - Google Patents 
... INTERFACE 103 COMPUTER SYSTEM 108 OPERATING SYSTEM 109 DEFAULT DRIVER 113 
BOOT CODE 1 10 ... apparatus for automatically retrieving and installing software device driv- ers 
across a network. ... in the operating system or is alternatively loaded from a disk that is ... 
Cited by 14 - Related articles - AH * versions 



[PDF] Building a wit jiess c mm unity network in th e Netherlands 

,o N ^ R. ,o % vftaas US EN IX >. 2003-usersix.org 
... The latter is used during the initial boot as a staging ground for the actual install. ... All hardware 
will be detected, a reformat of the hard disk is done and the node software is ... As the rst network 
interface on the server provides Internet connectivity, the second nic offers a NFS, an ... 
Cited by. 32 - Related articles - Ail 4 versus 

[HTML] COMPONENT ARCHITECTURES FOR TRUSTED NETWARE' 

... As part of the boot, the host processor may attempt to perform a NetWare login by ... The first release 
of the Assure EC software includes a redirector and network device driver for MS ... the operating 
system must be able to operate on a diskless workstation, since the disk attached to ... 



[PDF] Automated installation of Linux systems using YaST 

D Hohndei... ■■ Proceedings of Re 13th USENiX conference .... 1999 - usenix.org 

... customized kernel that includes the drivers for the hardware that may be necessary during the 

install (which usually means the network card and the adapters that connect to the hard disks 

and in some cases the CD) has to be installed on a normal SuSE Linux boot disk in order ... 



Disk drive which provides a secure boot of a host computer system from a protected area of a 

... Aside from virus attacks, it is possible that inadvertent corruption of disk data can prevent a proper 
boot of the computer system. This can be caused by user mistakes or by rogue applications 
which fail to abide by conventions or operating system safeguards. ... 

- - N N 

Cc n s • M vmg disk ene rgy n netwot k : e rvers 

... The worklo. j in a large 1 i tion o disk writes 30.. We boot tl sei vei machine with the full main 
memory for the proxy experiments, but the byte hit rate in the memory cache is only 4 ... These are 
the extremes of the range of utilizations we consider appropriate for network servers. ... 
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I " )c )c ! :, boot aspco i c- ; rr jitiple hierarchical buses 

... Code 500 CPU, Memory and Northbridge Initialization Code 510 Southbridge Initialization Code 
520 Boot Device ID, Selection and Policy Management Code PCI Bridge Driver Code 580 Video 
Expansion BIOS 590 Network Expansion BIOS 595 Hard Disk Driver Code 540 ... 

[PDF] P r i ( i ime for evolutionary computation' 

... For instructions on how to make a Red Hat Linux boot disk, see the link to the Red ... the master 
node's home partition added to the list of drives from Red Hat's Disk Druid utility. ... More information 
about network drivers and Linux can be found on the Linux Network Drivers web- site ... 

Cited. by.! - Related arRcjes - View as HTML - Aii.3 versions 

System and method for prevention of boot storms in a computer network 

\ -V ; e $ ^ WW Buchanan, S Gnu... - US Patent Ape j - ts 

... computer example above, the oper- ating system image was stored locally on the hard disk drive 

of the computer, an arrangement that can be described as a "local boot" system. In a network 

of a plurality of comput- ers, computer servers, or other data processing equipment, it ... 

G=!oO by 3 - Related arbeles - Ail 3 versions 



Interface for muitipiexing and reformatting information transfer between device driver programs 

a network application program which only accepts information in a ... 

. \ - , ^ x ; - v > Terrell, BJ Staff.., - US Patent .„, 2000 - Google Patents 

... RUN DISK CHECKING- ROUTINE ON THE IDE AND SCSI HDD'S, AND STORE RESULTS. ... START 

THE NETWORK SERVER SOFTWARE 99 101 ... US Patent 6,026,454 Feb.1 5, 2000 Sheet 6 of 

1 0 BOOT INTERRUPT PCMCIA BOOT CARD COPY OPERATING SYSTEM FILES ... 

A. lin.ux.-.basedJ.ab for operating systems and network courses 

, \c-(\ org 

... An Iomega Jaz drive was configured as the boot disk for the machine in the laboratory ... by assigning 
problems such as the rebuilding of the kernel on the Java disk system ... Due to concerns by Auburn's 
Engineering Network Services group regarding students having root access to ... 



[PDF] An architectural overview of QNX 

... The embedded system could also boot from the LAN, further reducing its ROM require- ... For disk 
I/O, QNX was substantially faster than SVR4. ... In the network case, the QNX Net process and its 
drivers deliver very nearly the entire cable bandwidth to the application, even with only ... 

G-fed by 337 - Related alleles - V;ew as H 33 L - All 33 -/ersions 

Method and system for determining and displaying the topology of a storage array network hav 
multiple hosts and computer readable medium for generating the ... 

N ^\ e ^ 

... It will be appreciated that the topology of a network may includes more than four hosts, two 
controllers and one cluster and the present invention is not limited to the ... This may be useful if 
volume 'Bob' is a boot disk for one of the two hosts, but is not the boot device for the other. ... 

Firmware interfacing with ^ 

epurpot g, system r. 'isior r . t :v 1 • - ity, a 

Doud 3 P f ? ccgje Parents 

... an enhanced IDE ("EIDE") hard disk, a redundant array of independent disks ("RAID"), a small 
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computer system inter- face ("SCSI") hard disk, and the ... [0018] Boot server 135 is coupled to 
communication link 125 to send data blocks to processing system 100 via network 140 ... 

Method for non -volatile caching of network and CD-ROM file accesses using a cache directory 
pointers, file name conversion, a local hard disk, and separate small 

B Berlins;- - US Parent 5A00.0B5, :99o - Google Parents 

... The present invention has been incorporated in Sun's PC-CacheFS network and CD-ROM caching 
product. ... a non-volatile caching system for rotating magnetic media such as a hard disk drive and ... 
that cached data is retained even in the event of system shut-down and re-boot. ... 

Cited Dy 16 - Related articles - AH 2 versions 

Automatic error recovery in data processing systems 

Ri Knox... • US Patent 5,978,91 1,1999 - Google Patents 

... By running 40 it will boot from its local disk drive, or can ... against an error 344) to be either powered 
on by the client user or alterna- occurring during the installation of other device drivers, in lively 
woken-up by the server at some later time, particular the network device driver(s ... 

Cited Dy 31 - Belated articles - Ail 2 versions 

'Do-it-yourself'databases and the Local Area Network 

... Page 3. knowledgable dealer can be a great asset in start- ing your LAN. Each user's boot disk 
also must have user soft- ware installed. The network drivers require more than 100K of memory, 
so any application software that we use must be able to run in a 51 2K com- puter. ... 

Remotely controlled failsafe boot mechanism and manager for a network device 

DC Simlonescu... - US Patent App. 20,030/ .. , 2002 - freepatenfsonhns.com 
... 20040172551 , First response computer virus blocking. ... and one or more devices connected to 
the extension bus (eg, a mass storage device such as hard disk drive 218 ... 220 is connectable 
to the host computer 210 through the extension bus 216 and governs the boot process of ... 

Cached. 

Au tomate? ~* Nati on procedure 

. . We routinely reinstall the < ites to cut d < i on virus damage and to ke p the sys- terns as clean 
as possible, and many times the network ... When a node is down hard because of a of a disk crash, 
or if the network drivers are inaccessible, a customized boot diskette allows ... 



Scanning initial CD-ROM sectors for a boot record and executing said boot record to load and 
execute floppy disk image corresponding to the existing floppy drive 

inder K > .00 

... descriptor terminator. The floppy disk boot images are contained at the end of the 
primary volume space and incorporated in the pri- mary volume space, not external 
to the primary volume space as in the ISO standard. Boot code ... 



Server based configuration of network computers via machine classes 

s 

... 0 Diskette drive El Serial device 0 Parallel device HIDE hard disk Q SCSI hard disk Hardware | 
1 1 1 ... i* i 1 Mouse rn_D.flu IPS/2 Mouse Jft Identity LU KUM SCSI adapter Network adapter ... E | 
Hardware r Remote boot metho r P eripherals Video | ©002.2 RIPL O i DHCP boot User ... 



Method and system for installing an operating system 
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JT LeVasseur... - US Patent App. 09G73JSG 2001 - Google Patents 

... wherein the created file system partition includes a network device driver for access- ing a network 
device from which the second operating system is to be installed. 27. The apparatus of claim 
21 including means for boot- ing the computer system from a RAM disk that provides ... 

[PDF] USING RT-LINUX FOR DEVELOPING REAL-TSME EMBEDDED SYSTEMS (*) 
P Mendoza, .J Vila. ?■ Terrasa... ■ IF AC Conference on 200 : - treeom. upv.es 
... When using the Flash file system configuration, the boot device only provides the Linux kernel. 
2.2. - Linux customizations. - ... Before being configured, the target system is booted using a floppy 
initialization diskette that includes the network drivers and Flash disk drivers. ... 



Linux on A PC: A Viable Real-Time Graphics Workstation 

... After loading the OS from the CD, Linux can be addea to the boot sector of the PC or a Linux boot 
disk can be created to use when the system is turned on. ... These accelerated network drivers are 

expected to be included with XFree86 in the summer 1999 release. ... 

Caee' by 1 - Related eGGes 

Method and apparatus for providing diagnosis of a processor without an operating system boot 

DJ Eckardt... - US Patent App. 09/469,249, 1999 - Google Patents 

... The modem driver code is then used to establish the network connection. ... [001 1] FIG. 8 is a 
flowchart showing steps to permit booting of a diagnostic operation, in spite of corruption of 
the boot disk of the processor, in accordance with the present invention. ... 



Method for automatically configuring network interface card and capable of randomizing a mec 
access controller - ddress of th ; network menace card 

... of NICs may be performed by inserting a portable medium such as a floppy disk in a ... to detect 
and identify NICs installed in computers connected to the server via a network connection ... 8,2002 
Sheet 2 of 4 US 2002/0108002 Al f START ] LOAD DOS FROM BOOT -202 LOAD AND ... 



[Citation] Open boot firmware 

s \ ^ * s : --QS, 1992 

[Citation] JjistaJJing Ljnux .via NFS 

in'K-n: mx Joeoi G5 • p eai.orc 
... Once you've decided on your boot and root-install disk, you need to format two floppies 
and copy one image onto each of them. ... Make sure that you are actually plugged into a 
network. Then, insert the boot floppy and power up your machine. ... 

[PDF] FreeBSD and the IBM PC BIOS 

... file for some settings of its own, eg forcing a cdrom based installation to boot without waiting ... The 
loader is also able to communicate with the UNDI network drivers on machines supporting the ... 
in Teletype Mode 12h 88h Base Memory Size 13h 08h Read Disk Drive Parameters ... 

Related aGeies - Vieyy e.e HGG.L - All__4 verajpns 



[HTML] Stealth, Polymorphism and Other Strange Words 

s 

... After the initial transfer to the boot record, viruses have a number of opportunities to infect the ... 



virus boot disk network drivers - Google Scholar 



Page 8 of 14 



To avoid detection by antiviral scanners, the viral code that resides on the disk, usually appended 
or ... d probably say. ..Show me a person who was devastated by a computer virus, and I ... 

5 network f le scvci 

... Because a RAID has a very large storage capacity, a standard UNIX-style consistency check 
on boot would be unacceptably ... We are also experimenting with prefetching techniques so small 
sequential reads can also benefit from overlapping disk and network operations. ... 

CGed by 62 - Related articles - BL Direct - Ail ";0 versions 

[PDF] The Microsoft interact ive TV S y ste m: An Experience Report 

MB • Submitted for publication, 1996 • Osesee* 

... Miniport drivers used include a DEC PCI Ethernet card, the Intel EtherExpress Pro, the Intel ... for 
set-top box management functions such as user login and soft power down / warm boot. ... Tiger 
efficiently balances user load against limited disk, network and I/O bus resources. ... 



Pushing capabilities i nto firmware by an operating system 

> ' ^ ^ " ^pp. 10/743,458, 2003 - Google Patents 

... In one embodiment, the pre-boot driver is provided to the OS from a storage device 

such as an optical disk. In another embodi- ment, the pre-boot driver is downloaded 

to the computer system from a network, such as the Internet. ... 

CRed by 1 - Related articles - AH 4 versions 

Method and apparatus for execution of an application during computer pre-boot operation and 
boot under normal OS control 

" a - ^atent 6,564,318, 2003 - Google Patents 
... This POST code is no longer needed after boot. In ... library. Examples of add-in pro- 
grams may include but are not limited to virus protection programs, disk utility 
programs, network card scanning programs, and so on. VROM ... 



Storage volume handling system which utilizes disk images 

... 2. In this particular arrangement, the first two blocks in the volume are known as its boot blocks, 

and ... disk drive 22, a SCSI CD-ROM drive 24, and an IDE hard disk drive 26 ... to other remotely located 

physical devices (not shown), for example by means of a communication network. ... 

Cited ey 40 - Related arises - All a vetoes 



Genetic Algorithm Optimisation 

)om ?002 - books gle corn 

... On completion of the required number of generations, the files in the central area are updated. 
Each drone PC has a customised boot disk containing the correct network card drivers, 
and the name of the drone account to use to login to the server. ... 
Related articles 

[PDF] A user-mode port of the Linux kernel 

J Dike •■ Proceedings el trie aOOO i-.lru.ix Showcase 2000 - otorercan.es binghairiton.edu 
... When user-mode Linux is started, the normal ker- nel boot-up messages are written to its ... run 
named in a virtual machine and set that machine to be the network's name server ... isolation is to 
allocate machine resources, whether they be CPU time, memory, or disk space, between ... 



Method for automatically confi g urin g devices including a network adapter without manual 
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intervention and without prior configuration information 

DS Richman, M Lichtrrtan, MR Enstrorri.., - US Patent 1937 - Gooole Patents 

... CONFIGURE REMAINING DEVICES REQUIRED FOR BOOT POST .66 BOOT 68 IDENTIFY 

DEVICE DRIVERS FOR ... IPX 412 407 \ CARD1 407 400 PROTOCOLS 403 NDIS WRAPPER DLL/ 

402 ,402 NETWORK NETWORK NETWORK DRIVER DRIVERS DRIVER • I \ CARD 2 ... 

Cited Dv 249 - R#aRR abbeys - AR 4 versions 

Conpjter cs,^ v sys^m -3 g como'essec ROM image in RAM 

... code for performing diagnostics, generating a boot beep and an error beep; [0035] Open Firmware 
code; [0036] hardware-specific Mac OS drivers ("ndrv's") that are needed at boot time (drivers 
needed at boot time, eg.video drivers, network drivers, or disk drivers, are loaded ... 

Cited by 49 - Reiated a ARee - Aii.4. versions 

[PDF] The tiger video fileserver 

W'.j Boioaky. JS Bars-era, RP Draves... - ... Workshop on Network .... 1996 • Oi-o?? 
... copying or inspection of the data, but rather simply has the network device driver DMA directly ... 
to the memory buffer, and then once again traveling from memory to the network device. ... 2940W 
SCSI controllers, one controller having two of the data disks and the boot disk, and the ... 

CAed by i A- - Reiated aAe:es - View ae HTML - Ail ; 7 veiaioay 



[PDF] The application of wireless local area network technology t o the control of mobile robots 

A V\ ifiek M roprocessors and Microsystems, 2000 - Clteseer 

... Assuming that we are running MS-DOS, then the boot up process requires that the executable 
files associated with MS-DOS ... 386SX CPU card running at 25 MHz, with 4 MB RAM and an 80 
MB solid-state disk drive ... Consider the OSI 7-layer network reference model shown in Fig ... 

Oiled by 79 - Related abides - View as HTML - AH ft versions 

Method and apparatus for hibernation within a distributed data processing system 

S atent 6,1 01 ,601 , 2000 ■■ Google Patents 
... input or output device and the application program must transfer its data to the operating system 
which controls the device drivers. ... In such a case, each network computer (NC) is booted from 
a remote boot disk or other device located elsewhere on the network, such as on ... 
Cited by 54 - Reiated aRieiee - Aii 9 versions 



Providing a pre-boot driver for use during operating system runtime of a computer system 

... Only Memory), various persistent storage devices (eg, hard disks, CD-ROM (Compact Disk-Read 
Only Memory), etc.), and from one or more computer systems over a computer network. ... 1 illustrates 
an embodiment of the present invention to provide a pre-boot driver for use ... 



Composite drive controller including composite disk driver for supporting composite drive acce 
ana a pass-throi j d - >r cess es to stand-alone ... 

... This is a particular problem for fileserver systems since they often require many network interface 
cards and/or ... Upon boot and initialization of the host computer 104, AHA device driver 108 and 
composite device driver 1 1 0 detect the presence of the disk array controller 1 02 ... 

Method, apparatus and computer program product for debugging a computer's boot process 

g >at s 

... the computer 100 and to load a primary bootstrap program from a designated primary boot device 
using ... driver that can be used by the CPU 103 to access data on the disk storage unit ... The network 
interface 121 con- tains a FCode network device driver ROM 131 that contains a ... 
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[PDF] Use of UNIX in large online processor farms 

JR Siel - Arne; institute or Physics Coherence Proceedings, 1 990 - iss.fnai.gov 

... The result was an implementation of standard network mechanisms over the VME bus between 

ACP/R3000 ... Thus, for example, NFS disk references could then be made between processors 

over VME. ... here was to allow an entire crate of ACP/R3000 modules to boot UNIX from ... 

- \ 8 \ 8 s s 



Remotely controlled boot manager 

ba e c j o "6,533 3 nts 

... commonly used Remote IPL protocols are a Novell NCP (NetWare Core Protocol), and 
BOOT-P, an ... The loading device is another com- puter that has a hard disk and is called the ... requires 
a special Read Only Memory (ROM) installed on its (Local Area Network) LAN adapter or 
C=ted by 24 - Related articles - All 2 versions 

The Flux OS Kit: A substrate for kernel and language research 

... will call it with any arguments and environment variables passed by the boot loader ... components 
from different sources and USC them together-in this case, Linux network drivers with BSD ... 3.8 
File Systems To complete our picture, the OSKit incorporates standard disk- based file ... 

Cited 0y 320 - Releteo articles - PL Dues; - All A 5 versions 



Bootable re dundant hard disk attached to a PC's parallel port with rom-address auto-detect ant 
configure during BIOS scan 

... ROM INITIALIZE CALL VIDEO BIOS TO DISPLAY^ TO USER "PRESS SPACEBAR TO BOOT FROM 
PARALLEL ... include external disk drives, tape drives, CD-ROM drives, and local-area network 
adapters. ... These disks do not mirror the writes to the PC's internal hard disk and thus ... 
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Malware scannin g usin g a boot with a non-installed operating system and download of malwan 
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i Google Patents 

... copy of malware detection files including virus definition data (a DAT file), a virus detection engine ... 
to ensure that all computers within the network have performed the required clean boot operation 
or ... a read only memory 206, a network interface card 208, a hard disk drive 210 ... 
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J Heiaeder.- ■ Proceedings of the 8th ACM SICCUS .. . 1008 ■■ portal. acre. org 

... In one configuration on the x86 we used minimal floppy and disk drivers that called BIOS (ROM) 

functions to do the work. ... Namespaces" A simple boot namespace where applications register 

objects. ... The protocols operate the network drivers through another interface. ... 
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... thereon, and wherein each diskless computer is configured such that upon boot up, the ... is loaded, 
and wherein said oper- ating system includes drivers for directing disk access requests to ... of claim 
13 wherein said diskless computers communicate over a network, and wherein ... 
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... displayed in the Window title bar and elsewhere • Automatic saving of configuration changes • 
Network Address Translation to make it easy to connect to the Internet or other TCP/IP network 
using the ... Another way is to download a boot disk image from www.bootdisk.com. ... 

Cited Dy 7 - Related articles - View. as. HTML - AH .2 versions 



The performance of a supercomputer built with commodity components 

... Given the limited choice of the Gigabit network interface cards with Linux drivers and excessive ... 
New compute nodes are installed by booting them from a custom boot disk that formats ... Compute 
nodes run a customized version of the kernel with enlarged network device buffers ... 
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Chassis for a multiple computer system 

v . . • -w . - a, 1996 - Google Patents 

... 19, 1996 Sheet 6 of 7 MICROPROCESSOR 8042 HARD DISK CONTROLLER FIG ... Art The concept 
of interconnecting a plurality of computers to create one interactive network for small ... from 
unprotected media storage devices which also raises the possibility of virus contami- 55 ... 

Method and apparatus for execution of an application during computer pre-boot operation 

LK Gnarda... - US Patent 6,560,702, 2003 - Google Patents 

... Booting) 64KB Empty (After Booting) 109 1 1 1 Device Shadowed to VGA COOOO-C7FFF SCSI 
C8000-DFFFFF Network C8000-DFFFFF ... BIOS directs Boot operations, typically from a designated 
Boot device, such as a connected hard disk drive, and after Boot BIOS routines ... 



System and method for saving ; r -a , g system state inform ation over a network 

... Preboot execution environment ("PXE") refers to an Intel™ Wired for Management capability 
that enables an IBM™-compatible computer, typically running Win- dows™, to boot-up from a 
server over a network, without the need for an internal hard disk or boot diskette. ... 
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for accessing this media. It would not be desirable to add file systems or drivers to the OS package 
of code that is loaded over the network to all of the clients as they boot up, because ... 
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... invention, the installation mechanism is configured to install the current driver following a boot 
cycle of ... includes, but is not limited to, magnetic and optical storage devices such as disk drives, 
magnetic ... computer system 1 08 that is coupled to a server 1 1 2 across a network 111 in ... 
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... FIG. 1 illustrates a preferred logical local area network (LAN) diagram in accordance with these 
aspects of the present invention. ... It should be appre- dated that the use of partitions in the ITE 
client 206 may result in the need to use a boot disk to boot the ITE client 206. ... 
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driver 

... ADD OF A NETWORK ADAPTER ON A SYSTEM INCLUDING A STATICALLY LOADED ADAPTER 
DRIVER (75) Inventors ... to replace failed components, upgrade outdated components, and add new 
functionality, such as new network interfaces, disk interface adapters ... 

Cited oy 8 - Related articles - All 2 versions 



[BOOK] Linux Network Servers: Craig Hunt Linux Library 

C Hunt - 2002 - books.geegle.com 

... 37 Configuring an Ethernet Interface 37 Loadable Ethernet Drivers 
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Installation Method 526 Making a Boot Disk 
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... The file format ImageStream uses to set up the network interfaces is unique but very easy to ... a 
40MB SanDisk flash ROM device) but loads the active files into a 16MB RAM disk and runs ... This 
imposes limitations similar to systems that boot from a CD-ROM drive: you can make ... 
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in a client 55 system not having a local hard disk and thus not capable of swapping. In addition, 
loading all of the classes of JavaOS at boot-up of a client uses network bandwidth ... 
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in ... Pilot provides software drivers for a variety of networks; a given machine may connect directly 

to ... Pilot clients identify one another by means of network addresses when they wish to ... 
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... CONFIGURING NETWORK INTERFACE CARD AND CAPABLE OF RANDOMIZING A ME 
ACCESS CONTROLLER ADDRESS OF THE NETWORK INTERFACE ... 

... Control then proceeds to step 242 where the boot process continues until log in to the . 
via a local microprocessor bus, and the mass storage device 335 , network interface card 
storage device 335 , which is typically implemented with a magnetic disk drive or an ... 
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... with the CD-Boot Disk and a simple in-house program, we could automatically boot and clone ... 
With this method, users may download software, updated virus signature files, and more. ... If certain 
folders on the hard disk are frequently accessed, users will also benefit from desktop ... 
Related articles - BL Direct - Ail 2 versions 

Generic op' ; s stem usage in a remote initial program load environment 

... For the RIPL function to be operational on a network, the network must have a RIPL server and ... 
has a floppy drive, it requires all of the low-level data normally contained on a floppy disk. ... The 
Boot ROM obtains this information from a modified boot image file created on the server ... 
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System and method 

AH Raswarey, FR DiMambro... - US Patent App. 10/ 2GG3 - Google Patents 
... System firmware (eg, an Open Boot PROM (OBP)) may operate a suitable driver 
(eg, an FCode driver) to initialize a device (eg, disk controller, network interface card) 
capable of establishing a communication link with the source. ... 
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... 3.4 The DEIMOS Core The DEIMOS core (see figure 2) is an activated boot archive which 
consists of a bootstrap sequence, the CM, a default loader, optional disk and network 
drivers, a set of wrapper objects and an initial user object (IUO). ... 
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... devices and to download its Suffice it to say the controller supplies disk services and ... coupled 
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interconnects controller 10 to a file section of the operating system called "Boot Load Im ... 
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etc.). ... In case of failure (crash of the hard disk) the tool will be able to rebuild the whole ... 
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Disk operating system backup and recovery system 
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... For instance, for IBM OS/2 v. 1 .2, 1 .3x the recovery diskette set is actually made up of two recovery 
diskettes, one bootable disk containing a copy of the original OS/2 boot/install distribution disk 
files and some system configuration files, and the other diskette containing all ... 
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Transparent, secure computer virus detection method and apparatus 

CA Miliar. Y Dhareshwar, EG Heller... - US Patent .... 1996 - Google Patents 

... COMPUTE HASH CODES FOR SYSTEM FILE BACKUPS 636 / 640 > RECOVERY DISK SWAP 
FILES ... ITEMS 748 CLOSE WRITE PROTECT BIT IN NVRAM 750 BOOT 752 ... 5,537,540 30 
TRANSPARENT, SECURE COMPUTER VIRUS DETECTION METHOD AND APPARATUS ... 
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Recovery method for a high a vailability d ata processing system 

RN Taylor - US Patent 5,615,330, 1997 - Google Patents 

... only from said second processing unit, and said shared disks are accessible from both said first 
data processing unit and said second data process- ing unit; (d) means for temporarily 
reconfiguring the system, upon failure of said second boot disk, into a recovery con- figuration ... 
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Automatic recovery for network appliances 
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... 2 is a block diagram illustrating a method to create initiates reboot from the second boot partition 
thereby an automatic recovery system by means of uniquely parti- placing me network appliance 
back in service without tioning the recording space of hard disk 41 (FIG. ... 
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Data processing virus protection circuitry including a permanent memory for storing a redundar 
partition fable 
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... Since the A effect eyen without {he actual nee of a boot sector and partition table are the first 
items of data 30 A NonetnelesSi these occasionally redundant in- many boot up of a disk resident 
system, a virus in that ..... location is visually without any defense. ... 
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... [ii] Patent Number: [45] Date of Patent: 5,430,845 Jul. 4, 1995 [54] PERIPHERAL DEVICE 
INTERFACE FOR DYNAMICALLY SELECTING BOOT DISK DEVICE DRIVER [75] Inventors: 
Todd M. Rimmer, Frazer; William P. Jordan, Ephrata, both of Pa. ... 
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[BOOK] incident response: computer forensics toolkit 

... Creating a Windows Real-Mode Boot Disk Creating a Linux Boot Disk Using Packet ... Recovery 

Planning Developing a Disaster Recovery Plan Sample Contingency Disaster Recovery Plan 
Electronic ... Isolate the System and Notify Appropriate Staff Contain the Virus, Worm, or ... 
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- system for failsafe recovery and upgsade of an embedd ed operating system 

... OF AN EMBEDDED OPERATING SYSTEM TECHNICAL FIELD The present invention relates 
to embedded operating systems and, in particular, to a method and system, for upgrade and 
recovery of an ... US 6,591 ,376 Bl partition /boot is employed as a disk-based ROM ... 
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Neural networks for computer virus recognition 

v v s i v v . - . sEEE expert, 1996 - leeexplore.ieee.org 

... We have developed a neural network for generic detection of a particular class of computer 
viruses-the so-called boot sec- tor viruses that infect the boot sector of a floppy disk or a hard 
drive. This is an im- portant and relatively tractable subproblem of generic virus detection. ... 

Recovery of in-core disk data 

N , : ^? 5,291,600, 1994 -Google Patents 

... tion is made to set up an in-core disk including a data 45 Upon a NO determination, 
this boot process exits to a recovery mechanism, in accordance with the present 
conventional or routine boot 84 as is known hi the art. invention. ... 
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Hardwa" - - - >oot > uti lizing a non- voiatiie disk.cache 

... According to one embodiment of the invention, a boot program stored on a boot disk is cached 
in a nonvolatile memory, and retrieved by the system from the cache during the boot sequence 
instead of from the boot disk, thereby increasing the speed of access to the boot ... 



Boot c ode verification and recovery 

... in which the first storage medium is a compact flash card, the method permits local recovery of 
a computer that does not have a hard drive or other disk based storage medium. A second 
application of the invention contemplates a method of creating a boot code image in which ... 

Disk drive which provides a secure boot of a host computer system from a protected area of a 

... Aside from virus attacks, it is possible that inadvertent corruption of disk data can prevent a proper 
boot of the computer system. This can be caused by user mistakes or by rogue applications 
which fail to abide by conventions or operating system safeguards. ... 

- - N N 

Automatic recovery of a corru 

M Aguiiar, yq Ley RE MHiican A... ■■ US Patent. 6,625:754, 2603 • Google Parents 
... to place the operating system in an With reference again to step 608, if a recovery file is ... US 
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the local storage device is one of a nonvolatile random access memory, a hard disk drive, a ... 
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Method and structure for securing access to a computer system 

BW Watson... - US Patent 5,475,833. 19S5 - Gooqie Patents 

... 1 PC -EXPANSION BUS POWER-ON BIOS MOTHERBOARD DIAGNOSTICS BIOS SYSTEM 
RAM TEST BIOS HARDWARE INITIALIZATION BIOS ROM SCAN 1 t BIOS ROM SCAN i DISK 
BOOT T DOS VIRUS CHECK FIG. 2 Page 4. US Patent 5,475,839 Dec. ... 

Mirrored extensions to a multiple disk storage system 

... 4 412 NORMAL MODE 408 L t Y *'. BACK UP DISK A *- VIRUS ATTACK OR ... DISKO DISK1 

DISK 2 DISKS DISK 4 430 , y > * A * OPERATIONAL BOOT SYSTEM 428 ... The present invention 
pertains generally to disk storage systems and specifically to disk storage systems ... 
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... 26, 1993 [54] PROCESS FOR AUTOMATICALLY MIGRATING A SUBSET OF UPDATED FILES 
FROM THE BOOT DISK TO THE REPLICATED DISKS [75] Inventors: Kitty Sathi, Pittsford; Ronald 
A. Ippolito, Rochester; Colleen R. Enzien, Penfield; Christopher Comparetta ... 
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... recited technique for restoring data damaged by a virus in a hard disk drive in ... 5,432,927 to Grote 
et al, entitled Fail-Safe EEPROM Based Rewritable Boot System, US Pat ... 5,367,682 to Chang, 
entitled Data Processing Virus Protection Circuitry Including A Permanent Memory For ... 
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... Further, performing a recovery overwrites the previous system con- tents. ... Copying 
at least one software compo- 45 nent from a first disk location to an alternate boot 
environ- ment and updating this software component. ... 
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... Although 1 is is a jood technique destruction of data by virus and s me operation errors cannol 
be ... conventional operating system and installed in the ATA-5 hidden area of the hard disk. When 
BIOS determines to boot the inserted operating system, it directly reads the kernel of ... 



Computer method and apparatus to force boot block recovery 

^ , ^ s ; a - - , 

... The boot block traditionally contains the initialization routines for a floppy disk and a keyboard ... 
determines that the flash ROM is corrupt and proceeds to execute the boot block code. ... ROM's 
checksum value does equal the checksum amount by chance, if a virus infected image ... 
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DC Cromer, I Karper HJ Locker... - US Patent 6,421 ,792, 2002 - Googie Patents 

... and method responsive to an unsuccessful boot of the system for utiliz- ing a recovery copy of 

the ... The BIOS is code that controls basic hardware operations, such as interactions with disk drives, 
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hard drives ... When a computer is reset or initially powered-on, a boot process begins. ... 

System fo r automatic recovery from •.. - • problems that caus e computer failure 
^ > , ■- 

... An alternate type of fix might be to boot from a different disk, and notify the user. If such fixes can 
be implemented, it is not necessary to boot from the minimal operating system stored ... In the case 
of a virus, for example, the recovery system can implement a correction by detecting ... 
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'OMNiCONF-Makinq OS Upgrades and Disk Crash Recovery Easier 

... For example, can you correctly install a boot block by hand when BSD/386 is in 
the second FDISK partition of an PC-AT compatible machine? ... The benefit of the 
stored configuration is more dramatic with disk crash recovery. ... 
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run any of the startup scripts. ... fsck-The File System Checker Page 3. Disk Maintenance under Linux 
(Disk Recovery) http://www.linuxjournal.com/node/193/print 3 of 8 ... 
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... descriptor terminator. The floppy disk boot images are contained at the end of the 
primary volume space and incorporated in the pri- mary volume space, not external 
to the primary volume space as in the ISO standard. Boot code ... 
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... are written to the file name table are during entry into a new third and during crash recovery. ... of 
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detected by reading a header page pair and checking log record numbers, boot count, end ... 
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... Level 3 data can be recovered using advanced data recovery tools that can "unformat" a disk 
drive or special-purpose forensics ... Because overwriting an operating system's boot disk information 
typically causes the computer to crash, disk sanitizers rarely operate on the boot ... 
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system. ... While this may sound silly to some, the virus checker must be installed before a virus 
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Data processing system and method for permitting a server to remotely initiate a client's boot b 
recovery 

DC Cromer BJ Ellison, ER Kern, H Locker,... - US d 

... together utilizing a network for permitting the server to remotely initiate a boot block recovery 
from a ... The BIOS is code that controls basic hardware operations, such as interactions with disk 
drives, hard ... When a computer is reset or initially powered-on, a boot process begins. ... 
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... In the event of a failure or error, the user runs the recovery software from the hard disk 
or the floppy recovery disk to boot the system and to attempt to correct the cause of 
the failure. 65 A problem with conventional recovery utilities ... 
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... 22, 2004 AUTONOMOUS BOOT FAILURE DETECTION AND RECOVERY BACKGROUND OF 
THE INVENTION [0001] 1 ... 22, 2004 standard boot order list and no successful boot has occurred, 
the server ... A message such as "No System Disk" or the like is displayed and user ... 
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N ^ > - US Patent 2003 - Google Patents 

... The system data 102 also includes operating system data such as partition tables and boot code ... 
copies the user data 1 04 to a backup medium 1 06, such as a ZIP disk (mark of ... they require that 
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Computer infectors:: Prevention, detection, and recovery 

^ \ - dd s\ 
... Several different types of virus exist [ 19,22]: (1) A boot infector moves the DOS programs from 
the boot' sector (usually the first sector on a disk) and takes control when the system first starts; 
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Solution 

WC Preston - Proceedings of the Fifteenth Systems Administration 2001 - usenlx.org 
... time. The rebuilding of a computer system that has lost its capability to boot is known 
as a bare-metal recovery. The system will need to be built starting from a bare disk 
drive up to a bootable and functioning operating system. ... 
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[Citation] Recovery of Fixed Disk Systems on Personal Computers 
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... Engineering), n this article.through the analysis of the partition method of the fixed disk system, 
the author introduced an algorithm for the recovery of the fixed disk system on personal computers 
running MS-DOS. [Keywords] : fixed disk partition table master boot record boot ... 
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... The rebuilding of a computer system that has lost its capability to boot is known as a bare-metal 
recovery. The system will need to be built starting from a bare disk drive up to a bootable and 
functioning operating system. Not until the release of Solaris 8 did the Solaris operating ... 
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... Any anti-virus soft- ware and any virus protection in BIOS is disabled prior to ... and a recovery 
software module, said recovery software module storing software loaded during a boot operation. 
8. The apparatus according to claim 4, wherein said hard disk drive is partitioned into a ... 
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... BITS is not a virus checker; however, for those tiles whose checksums are stored on the smartcard, 
it is possible to detect the modiiication of the tilt on the host system. ... Because of the mode in which 
BITS is used, it is often compared with a boot from a floppy disk. ... 
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backup program that allows both methods of backups during a backup session. This report 
describes how UltraBac makes use of image technology with NT boot floppy disaster ... 
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three ... [Key Words] : High Disk MBS Software ... 1 , Cui Song(Chengdu Medical College, Sichuan 
Chengdu, 610081);The Design and Realization of a Data Recovery System Based on ... 



dot ia I app atus ni v systo ito; op c recovery aid 

... every block of data back onto its disk of origin, even if attached disk arrays stretch ... a network in 
which a preferred embodi- ment of the present catastrophic recovery aide system ... In the depicted 
example, server 104 provides data, such as boot files, operating system images, and ... 

G=tsd by 16 - Related articles - Aii 2 versions 

[Citation] Boot disk optimizer 

P Joe - 1931 - Apr 

Cited by a - Related salcl&s 

Metho d and system for detecting computer viruses during power on self test 

' ^9,120, 1996 -Google Patents 

... 2/1 994 Jones 380/23 5,31 1 ,591 5/1 994 Fischer 380/4 5,31 3,639 5/1 994 Chao 395/725 5,31 9,776 
6/1994 Hile et al 395/575 5,349,655 9/1994 Mann 395/575 OTHER PUBLICATIONS Edward 
Wilding, Fixed disk boot sectors and post-attack recovery, Jul. 1991 , Virus Bulletin (JP ... 
Cited by 31 - Related at tides - Ail 2 veabons 

[PDF] Operating. Environments Solans™ 8 Operating. Environment Installation and Boot Disk 
Layout 

R ERog - 2000 ■■ Citeseer 

... Solaris™ 8 Operating Environment Installation and Boot Disk Layout By Richard Elling - Enterprise 
Engineering ... 8 Operating Environment Installation and Boot Disk Layout The Solaris™ Operating 
Environment Version 8 does not fit on a single compact disk (CD). ... 



Computer imaging recovery witnout a worki ng partition or a secondary medium 

... A main partition of the disk is non-working due to loss of partition table data, MBR corruption, 
virus damage, FDISK ... computer to make it capable to read the image from the container and deploy 
the image onto the disk outside the container when a recovery boot is requested ... 

G;tee by 5 - Rebbed saticies - Ail 4 ve>saaa 

[PDF] Modern Methods of Detecting and Eradicating Known and Unknown Viruses 

... Integrity checker stores images of uninfected boot sectors in its tables and in case of damage 
can instantly ... in order to prevent the active virus from reinjecting infection while accessing the 
disk via INT ... Consequently, a knowledge as to which virus infected the file is not mandatory ... 



Method and s/sic^ or opo—u ~n Sy~:o r " recovery 

... 6. The system of operating system recovery as claimed in claim 5 wherein the hard disk further 
includes a master boot record containing a master boot program, and wherein the master boot 
program is used to check a value of the flag and execute the recovery system in the ... 
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[BOOK] Malicious mobile code: Virus protection for Windows 

... This section contains virus structure models, the world's smallest (32- byte) virus, and basics 
of protection that can be applied to all malicious code. ... It's becoming less and less common to 
see boot- and file-infecting viruses. Learn about Office 2000's new antivirus features. ... 

[Citation] Automated Boot Disk Fail Over-Winter discusses two types of boot disk configurati 
(using Veritas Volume Manager and Solstice DiskSuite), the relative ... 

^ ^ " s .. 

Better safe than sorry 

% . ^ ^ ^ >N ; t \ 0 V 

... I. Do not exchange program disks except when absolutely necoasury. 2. Do not boot hard 
disk systems from a floppy, unlm the floppy is a minter diskette. ... Shield A virus shield stops 
a virus before it gets into your system. Virus shields are not perfect. ... 

Remote bootstrapping a node over communication link by initially requesting remote storage ac 
program which emulates local disk to load other programs 

. l « * e-* < v v ' - - \v ^ Patents 

... program which a disk on another computer as a virtual disk. This virtual instructs the 
CPU where on a disk to find a larger boot disk acts as if it were a disk on the user s 
computer, program, which is termed the "boot-block" program. ... 
G=;sd by 68 - Related articles - Ail 4 versions 

Anti-virus agent for use with databases and mail servers 

CH Chen... - US Patent 5,832,208, 1998 - Google Patents 

... Accordingly, boot 65 sector viruses overwrite the disk's original boot sector with its own code 
so that the virus is always loaded into memory before anything else. Once in memory, the virus 
can make the startup disk unusable or can spread to other disks. ... 



Redundant array of disks with improved storage and recovery speed 

v , , o ^ 406. 1 997 - Google Patents 

... [54] REDUNDANT ARRAY OF DISKS WITH IMPROVED STORAGE AND RECOVERY SPEED 
[75 ... Check information can be stored on a solid- state disk. ... Sheet 8 of 15 COPY FIG. 8 ,12 USAGE 
STATUS TABLE 1 0 *-»~ A u> AA ™ u*1 - AA s ua A AA A A 1 K BOOT -BYTE' RECORD ... 
G4ed by 44 - Related aaioies - Aji a versions 

SjS+w for p'otoo rig couples s via into hgont tokens or smart cards 

... viral infection. Since reading from and writing that when the boot sequence of 
instructions is initiated, to a disk is a function performed by the OS kernel, it the virus 
code is loaded into the computer's memory. Because execution ... 



Norman virus control for Windows NT 

... The Book on Viruses provides a general introduction to methods you can use to prevent viruses 
from infecting an organization, how anti-virus programs oper- ate, instructions for the creation 
of a boot disk for use when removing a virus, and instruc- tions concerning steps to ... 
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Using Virus Protection Software Backing Up Your System 

... A boot sector virus infects the boot program used to start the system. When the infected 
boot program executes, the virus is loaded into the computer's memory. Once a virus is 
in memory, it can spread to any floppy disk inserted into the computer. ... 

BMateo articles - View as HTML 

[Citation] Combating Viruses on Microcomputers and LANs 

K Nelson • information Security Journal: A Glees! Pe: v oe reive -> ■ ^ o \ Francis 

[PS] CIS106: Introduction to Computing (part 8) 

... It will infect a discovered le. On or after October 13th, a message is displayed and the virus formats 
heads 0-8, track 0 of the hard disk. This destroys partition table, FAT's and boot sec- tors. 2 variants. 
Cascade: Shows letters on the screen detaching and falling. 1988. ... 

Related arl.icles - View es HTM;.. - All 10 versions 



Device and method for data recovery in a file system 

I 4,426,1339 Google Patents 
... for redun- dant storage of an effective boot sequence routine while an updated boot sequence 
routine ... and with the nonvolatile memory being coupled to unfortunately may only provide partial 
recovery of the ... The method also includes the step of stored in an affected disk sector. ... 



[TXT] ROMFS-ROM FILE SYSTEM 

J Parkas - 2001 - cs.ucl.ac.uk 

... For example, a distribution boot disk can contain only the cd disk drivers (and ... Another use would 
be for a recovery disk, when you are reinstalling a workstation from the network, and you will 
have all the tools/modules available from a nearby server, so you don't want to ... 

Cited by a - Related eaicles - Cached 

Gold code. backupjor. corrupt boot code recovery. 

... US 6,473,856 Bl 1 0 GOLD CODE BACKUP FOR CORRUPT BOOT CODE RECOVERY 
BACKGROUND 1 . Field of the Present Invention The ... The update portion of the boot code might, 
for example, be responsible for retrieving an operating system from disk and loading it into ... 

Method and apparatus for protecting a computer system from computer viruses 

PH Liu - US Patent 5,51 G16G 1S96 ■ Google Parents 

... typically affect a computer 45 system by replacing the boot program with a virus program at boot 
time to ... If the computer system 100 is booted from a booting 50 device that is infected with a virus 
(such as when an infected floppy diskette is inserted into a floppy disk drive), the ... 

CiteeGy.40 - RGaree articles - All 3 versions 

Computer failure recovery and alert system 

... PARAMETERS ON SERIAL PORT 106 ENABLE PAGER H10 PROVIDE PAGER NUMBER & 
MESSAGE PAGER TEST -114 BATTEN DED\ N RECOVERY. ... 21,1997 Sheet 12 of 14 FLOPPY 
BOOT ENABLED 9 302 FLOPPY \ Y BOOTABLE 9 HARD DISK BOOTABLE 9 TRY ... 

[Citation] Reproducing booted 

P Velieca - Sys Adrnm. 1994 - portal. acm. org 

... Digital Library logo Take a look at the new version of this page: [ beta version ]. Tell us what you 
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think. Reproducing boot-disk filesystems. Source, Sys Admin archive Volume 3 , Issue 1 
(Jan./Feb. 1994) table of contents. Pages: 71 - 78. Year of Publication: 1 994. ISSN:1 061 -2688 ... 

[Citation] Automated boot disk fail 

G Winter - Sys Admin, 1388 - portal. acm org 

... Automated boot disk fail over. Source, Sys Admin archive Volume 8 , Issue 1 1 (November 1999) 
table of contents. Pages: 14-26. Year of Publication: 1999. ISSN:1 061 -2688. Author, George 
Winter, Publisher, Miller Freeman, Inc. San Francisco, CA, USA. ... 

[Citation] User-to-User-Making a boot disk for DoubleSpace or Stacker users; useful 
undocumented commands in DOS 6. x; a bug in the ALTPAUSE. SYS driver 

NjR King ■ PC Magazine-Bouldc 1934 ew York, N \ \ ion a s 

Data processing system and method for creating a virtual partition within an existing partition in 
hard disk drive 

N v 8 v \< US Patent .... 2002 - Goog e Pater =r- 

... in virtual partition I «512 Store master boot record for recovery purposes Rewrite ... and run associated 
files Complete specified tasks Restore original master boot record ( Stop ... A VIRTUAL PARTITION 
WITHIN AN EXISTING PARTITION IN A HARD DISK DRIVE BACKGROUND OF ... 



Method and apparatus for automated disk drive upgrades 

v "o 8S 5 s 012,130, 2000 - Google Patents 

... executed. At this point, the user is presented with an option 30 of maintaining the 
pre-existing disk drive as the primary boot drive (eg, the c: drive), and use the upgrade 
disk as a secondary/slave disk drive (eg, the d: drive). If ... 
Cited oy 61 - Related adicies - All 8 versions 

System and method to enable a legacy BIOS system to boot from a disk that includes EFI GP" 
partitions 

JF Larvoire - US Patent App. 10/186,689, 2002 - Google Patents 

... which may execute a standard recovery mechanism. If the system loads successfully, then the 
system is up and running. [0059] As noted above, FIG. 5 illustrates an exemplary boot method 
for legacy BIOS based systems. However, regarding the MBR+GPT hybrid disk 300, a ... 

ARed ey '1 - Related ealoles - A:i a versions 



[PDF] A distributed approach against computer viruses "aao -cd by the immune system 
T Okamoto, Y ismda - IEIC-E Transactions an Communications, 2000 - Qteseer 
... of detecting the stealth viruses only scan a memory for the "signa- ture." Even if a scanning 
software detects it in memory, the computer must be rebooted to repair it under clean boot using 
clean floppy disk. File recovery in general is a common problem to all anti-virus systems. ... 

System using the stora g e level of file updates in nonvolatile m emory to trig g er saving of RAM tc 
4 s * ipc ites to reboot after crash 

RJ RRaieensA. AIR Gm!euce, RA ReoRo. - US Pamnl . .. 1993 ■ Gooqle Patents 
... 6 Page 1 0. US Patent 5,241 ,672 Aug. 31 , 1 993 Sheet 9 of 9 READ CURRENTVAT FROM BOOT 
DISK TO SYS. MEMORY FIG. ... Referring also to FIGS. 5-7, on booting of the sys- 35 tern, the current 
VAT 1 30-1 on the boot disk is read from the boot disk into system memory 61 . ... 
Gated by 24 - Related atReley - All 8 versions 



Ensuring the integrity of remote boot client data 

... Page 6. US Patent Feb. 1 3, 2001 Sheet 5 of 1 7 US 6,1 89,1 00 Bl CLIENT COMPUTER 
BOOT DRIVE Page 7. US Patent Feb. 1 3,2001 Sheet 6 of 1 7 US 6,1 89,1 00 Bl 201 
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CLIENT COMPUTER 223 BOOT DISK Page 8. US Patent Feb. ... 
Reflex Ma g netics Ltd: Mail Safe 

■- , sviei 

... So Reflex developed its own solution: Disknet. Disknet puts a protective ring around 
a network; providing floppy disk authorization and restriction, matrix virus scanning, 
heuristic virus detection, boot protection and more. The ... 

Aii a versions 

System for writing incremental packet data to create bootable optical medium by writing boot 
catalog and boot image onto second track before writing volume ... 

% ;> v S ,-iient 6,591 ,3^ ■> \\ stents 
... as a floppy disk. For example, to restore data in a disaster recovery situation generally 
requires the user to insert a boot floppy disk to load an operating system before 
accessing the optical discs. In addition, installing a custom ... 
Cited Dy 6 - Related articles - Aii 2 versions 

Disk based bios 

... 4 is a block diagram illustrating a typical boot sequence of a computer system. ... An important aspect 
of the inven- tion is that the computer system can be rebooted in the event of a disk failure without 
the need for disaster recovery 10 even when the hardware design meets ... 

Cited bv 41 - Related adieies - An 2 versions 

Cluster-based system and method of recovery from server failures 

^ itent 6 b09,2l 3, 2003 ■ Google Patents 
... Another approach is to troubleshoot and fix the failure in the field. The recovery time varies 
depending on the failure and may take a long time. For example, if the boot 5 disk fails, 
the disk must be replaced and the OS needs to be reinstalled. ... 



The application of epidemiology to computer viruses 

... The system was shut off for 5 minutes to make certain that the virus did not remain in memory, 
(c) Oe turned on the power and used a special boot disk in drive A. (The emergence 01 program 
is part of a special boot disk that is kept in a unit on the right side of the microcomputer ... 

Restonng "i^i'^oc f ci Iv a disk 

... Moreover, the risk of breakdown of hard disk is still high because there 10 is still no perfect method 
for defense the attack of virus. ... (4) Determining the mode of operation for manager mode, the hard 
disk can be accessed directly except for the boot sector for ordinary user ... 

CAed bv 4 - Related arAves - A: 2 versions 



Computer system capable of usin g rem ovable disk drive a s boot device and method of control 
bootstrap 

... For this reason, when the boot from the removable disk drive such as the CD-ROM drive is 
performed, it is preferable that boot priority order information be automatically rewritten to 
automatically change a next top-priority boot device to another disk drive such as a hard disk ... 



Apparatus and method for protecting data on computer hard disk and computer readable recor 
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medium having computer readable programs stored therein 

... and recovered from damage to a computer system due to infection of a virus program, a ... [0049] 
In the manager mode, the hard disc protection program provides a menus including "Change 
recovery schedule", "Change password", "Recover immediately", "Boot in non ... 

Mi versions 

Recovery R OM for ar ray controllers 

R Chawla... - US ^eient O/aaiOo'A 2002 ■■ Google atents 

... 2 shows a block diagram of one of the disk array controllers of FIG. 1 including a ROM that, in 
accordance with the preferred embodiment of the invention, permits recovery of the ROM's ... 2 to 
preferably include a boot block sector and two separately flashable image areas; FIG. ... 

Cited.by.i6 - Related a; A.cjeo - Aij.2. versions 

Method and apparatus of boot device switching by a floppy disk 

. - ° ro ^ r \v W 2000 - Google Patents 
... 20 Claims, 5 Drawing Sheets ( Begin ) V Insert floppy disk having a boot code into floppy disk 
drive of a personal computer (PC) I 252 254 * Ex scute the boot code of the floppy disk - * Find 
a host adapter "HA" (ie, SCSI host adapter) that is connected to the PC Scan for all "hard ... 
Cited by 1 i - Related eoleles - AH :> versions 



Compu ter system security device 

\ G • ! . \ A Patent 5,265,1 63, 1 993 - Google Patents 

... of a level A password, for exam- pie the level B password would be given to a user to ensure 
that the user could not contaminate the system with a virus held on a diskette. Should the system 
not boot successfully from diskette at 44, boot is attempted from the fixed disk at 45 thus ... 

Cited by. 25 - Related .articles, - Ail .3 .yersiens 

\ ng a computer virus on a com puter 

... This allows the detection algorithms to directly call the disk access functions of the operating 
system ... and INT 13H respectively, which might later by redirected by a stealth virus in order ... C). 
Step 102: Calculate fingerprints of executable code in the partition table and boot sector(s ... 



Internet computer virus protection policy 

Hi Wen - information Management a Compute;- Security, 1338 ■■ emeraldinslghl.com 
... sector viruses, viruses, viruses, viruses, viruses. A boot sector virus modifies the boot 
sector and it appears to be the most common virus. Every disk has a boot sector that 
controls how a computer operates when starting. A boot ... 



Reducing operating system start-up/boot time through disk block relocation 

... 6,1999 [54] REDUCING OPERATING £ STEM 7AF T UP/BOOT TIME THROUGH DISK 
BLOCK RELOCATION [75] Inventors: Knut Grimsrud, Aloha; RickCoulson, Portland, both 
ol Oreg. [73] Assignee: Intel Corporation, Santa Clara, Calif. ... 

[Citation] Data Protection for Microcomputer Disk System 

- s x c n k I . co m . c 

... [Keywords] : magnetic disc data protection [CateGory Index] : TP333 ... 8, Huang Yinhui; Wu 
Ziwen(Department of Computer Science) ;Analysis, Diagnosis and Cleaning of a Boot Virus with 
Music[J];JOURNALOF FUJIAN TEACHERS UNIVERSITY(NATURAL SCIENCE);1 997-01 . ... 
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New operating systems and old viruses* 1 

... The virus loads into memory and using BIOS calls attempts to infect either the master 
boot sector or the DOS boot sector on the hard disk, depending on the virus type. 
In most cases, the virus will also try to grab some more space ... 

Boot drive selects i id ! vernatio n file detection 

... 13, 1998 Sheel 2 ol 7 POWEF ON I 200 FJ OTS UP | 204 A T |Y A 206 FLASH ROM RECOVERY 
226- A Y A HIBERNATION BIT SET 228 ... 13, 1 998 Sheet 6 of 7 222 x-300 I RETRIEVE IPL ORDER 
I POINT TO NEXT IPL DEVICE BOOT FROM HARD DISK A -304 308 BOOT ... 

Cited by 29 - Related articles - All.4. versions 

Generic remote boot for networked workstations by creating iocai bootable code image 

[52,454, 1995 -Google Patents 
... workstation and the re- mote data processing system. 69 Claims, 22 Drawing Sheets 
1 8 NETWORK TERMINATED BOOT FROM LAD IMAGE VMS SERVER =>/ VAX DISK 
DISK Page 2. US Patent Sep. 19,1995 sheet i of 22 5,452,454 ... 
CGed by 117- Related aniens - An * versions 



Extended BIOS adapted to es tablish remote communication for diagnostics and repair 

\ " R . * v x - 1998 - Google Patents 

... connection, there may be a specific node on the LAN called CMOS), and (5) a virus infection 
affecting ... diagnostic and repair site, or there may be and/or data in CMOS or on a hard disk. ... the 
E-BIOS of necessary correction cannot be made from the remote the PC that fails to boot. ... 

Cited by. 95 - Related articles - Aii.2 .versions 

System for recon figuring a boot device by swapping the iogical device numb er of a user selectt 
boot drive to a currently configured boot drive 

IR Gnnstensen - US Patera 6,282,6-1 , 200 1 ■ Google Patents 

... These devices include the keyboard, the display, the printer, auxiliary devices such as the serial 
port, the computer's clock and the boot disk device. Part of the BIOS is built into each computer 
by the computer's manufacturer. ... Page 8. US 6,282,641 Bl boot disk device. ... 



Hard disk password lock 

... 6,2001 Sheet 3 of 5 US 6,1 99. 1 63 Bl 50 60 READ HARD DISK PASSWORD FROM END OF 
BOOT BLOCK READ HARD DISK PASSWORD FIELD FROM END OF BOOT DISK PROMPT 
USER FOR HARD DISK PASSWORD YES /DISKISNOTN VENCRYPTEDy 56 DISK IS ... 

Gbsd by IS - Related eGolec - Aii 2 versions 

Method of and apparatus c i jr ha d disk dri ve protection and recovery 

... system for protection of the operating system (OS) and important data on a HDD from virus 
intrusion and ... second HDD B, by simply switching the AB Switch to HDD B and re-boot and running ... 
[0064] Defined in detail, the present invention is an appa- ratus for hard disk drive (HDD ... 
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